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ABSTRACT ARTICLE HISTORY
Process automation and mass customisation requirements of modern manufacturing systems are Received 12 April 2023
driven by artificial intelligence (Al). As Al derives decisions from data, securing the data against ~ Accepted 24 July 2023
tampering is crucial to prevent ensuing operational risks. Additionally, manufacturing systems KEYWORDS

necessitate collaboration, transparency, and trust among participants while preserving a compet-
itive advantage. Thus, we position blockchain, an enabler of transparent and secure operations, as
a security solution for Al-assisted manufacturing systems. In this conceptual viewpoint paper, we
present a framework to integrate blockchain in Al-assisted manufacturing systems. We highlight the
special needs of manufacturing BCs over generic BCs. We delineate the ways in which manufactur-
ing can be a beneficiary of the synergy between Al and BC. We discuss how BC and Al can accelerate
early-phase product design, collaboration, and manufacturing processes and secure supply chains
against counterfeit products and for ethical consumerism. Lastly, we identify the needs of modern
manufacturing systems and cite a few examples of organisational failures to underscore the impor-
tance of security while delineating the significant challenges in adopting blockchain-based solutions
in the manufacturing industry.

Blockchain; industry 4.0;
machine learning;
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1. Introduction (Kim and Lee 2023; Mourtzis 2021; Rai et al. 2021).

The manufacturing industries are increasingly evolv-
ing to a more consumer-centric model (Business-to-
consumer, B2C) that caters to individual needs. Through
the use of emerging technologies like Computer-Aided
Design (CAD), Artificial Intelligence (AI), Additive
Manufacturing (AM), the Internet of Things (IoT), and
human-robot collaboration, these industries are moving
towards ‘mass individualisation’ or ‘mass customisation’

The manufacturing facilities of the future are expected
to blend the affordability of mass production with the
specificity of customised products, thus maximising busi-
ness interests. There has been a gradual progression in
the sector with the digitisation of existing systems to keep
pace with evolving customer demands and maintain a
competitive edge. Mass customisation is visible through
the surge in digital manufacturing operations, with more
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than two million autonomous robots operating on the
shop floor to match supply with demand (IFR Press
Release 2020). The process starts with product concepts
conceived or customised for consumers, designed using
CAD, simulated, and finally materialised via AM. This
approach accommodates consumer expectations while
optimising design and processing using machine learn-
ing (ML), thereby saving time and resources. As a result,
digitisation and automation facilitate mass individuali-
sation, creating manufacturing environments indepen-
dent of human intervention by equipping them with
decision-making capabilities. The rise of intelligent data
analysis has been instrumental in overcoming tradi-
tional bottlenecks by aiding in decision-making. This
transformation is propelled by Industry 4.0 (Riifimann
et al. 2015) by enabling machine-to-machine (M2M)
and machine-to-human (M2H) communication (Cheng
et al. 2018) and extensive automation by integrating
several transformative technologies such as internet of
things (IIoT) (Sisinni et al. 2018), augmented reality
(AR) (Sahu, Young, and Rai 2021), cloud manufactur-
ing (CMfg) (Mourtzis 2021), additive manufacturing
also known as 3D printing (3DP) (Bogue 2013), sim-
ulation and virtualisation (Ullah 2019), big-data anal-
ysis (Frank, Dalenogare, and Ayala 2019), autonomous
robotics (Javaid et al. 2020) with the manufacturing
sector. The dynamic M2M and M2H interconnection
between the interacting entities is the digitisation of
the physical realm. Digitized manufacturing facilities
improve collaboration and efficiency and enable self-
monitoring production systems and problem analysis
without human intervention.

The interconnected digitised manufacturing envi-
ronment gives rise to data, and precisely, it is big
data. Manufacturing system with autonomous capabil-
ity (of Cognition, Communication, Computation, and
aCtuation) become cyber-physical systems (CPS) that
integrate cyber and physical components using a network
infrastructure to communicate and transfer data (Rai and
Sahu 2020). The cyber component is dominated by data
(among others like computational algorithms and net-
work protocols) from sensors and computational devices
which are communicated by the network. Additionally,
digital operations integrated with the product’s lifecy-
cle are also one of the reasons behind the boost in data.
The upsurge in data availability opens the scope for
data analysis and data engineering for better decision-
making. It is important to emphasise that traditionally
data were analysed to derive analytical insights using
human knowledge. The human component in data anal-
ysis inhibited complete autonomous operations. Earlier
autonomous operations leveraged functional program-
ming where the functions (& operations on the data)

were constructed based on human knowledge. Lately, the
functional programmes are being replaced by generic
functions that learn the mapping (& function) between
the input and output data by mimicking human intelli-
gence. This paradigm is referred to as artificial intelligence
(AI). Many researchers have deployed AI on data to repli-
cate the decision-making process of human brains’ to
solve complex industrial problems such as process opti-
misation, predictive maintenance, intelligent inspection,
quality control, and improvement (Bielecki et al. 2021; Z.
Zhang, Jaiswal, and Rai 2018; Z. Zhang et al. 2023, 2022).
The Al-based solutions are quite encouraging since they
enhance the cost-effectiveness, adaptability, safety, reli-
ability, and flexibility of the manufacturing systems, as
well as provide tools for accelerating the development
of optimised solutions. The paradigm shift to AI has
shown performance at par or (in some cases) even bet-
ter than humans. This exemplary performance can be
attributed to the tacit knowledge we have, which has not
been translated into any functional programming.

The future of mass customisation and autonomous
operations depends on data and the decisions derived
from data. The industry’s emphasis on extracting insights
from big data using computational methods like Al
underscores our focus on the connection between data
and decisions. Data from Cyber-Physical Systems (CPS)
or autonomous systems, characterised by volume, value,
velocity, variety, and veracity (Rai and Sahu 2020),
demand particular attention to veracity — the consistency
and trustworthiness of data. Trusted data is not tam-
pered with. It is devoid of unknown biases or errors, or
missing values. More importantly, it is fully utilisable.
The value offered by a dataset that lacks trust under-
mines the derived insights and restricts confident deploy-
ment. The analytical insights can be skewed. Trust in
data becomes paramount when multiple sensors/systems
interact and communicate. We highlight the importance
of security in data using a few cues. First, with the emer-
gence of data-driven techniques (particularly AI) in the
last decade, the quality of data has become crucial in
decision-making as the effectiveness of Al algorithms
depends on the quality and quantity of data. With-
out guaranteeing the quality of data, the results from
the AI tools in the manufacturing systems can impose
low yield risks in production. The quality of data is
improved by preprocessing the data. It involves normal-
isation, noise removal, data transformation, etc. Poor
quality of data needs more preprocessing. Secondly, a
challenging task that is indirectly connected with the
quality of data is trust, transparency, and traceability of
manufactured products. The manufacturing industry’s
massive growth and interdependence require a seam-
less flow of information. Data is collected from various



sources, including third parties, as in crowdsourcing (A.
Liu and Lu 2016). Crowdsourcing has been increasing at
a significant pace in the product design process where
the design process is creative, like those in the food
(Bech et al. 2018), bikes (Tan et al. 2017), apparel (Belle-
mare 2018) and footwear (Berry, Wang, and Hu 2013)
industry. Initiatives like Creator’s club by Adidas' and
Nike by you? have brought customisation capability to
the customers beyond research arenas. The sources of
errors increase as the number of actors on the product
increase. Thirdly, increased digitisation in the manufac-
turing ecosystem demands data storage systems to man-
age big data. The manufacturing firms rely heavily on pri-
vate centralised cloud-based systems, such as CLoudN(C?
and Xometry,* to access and store data. Even though
cloud services prioritise data security, exclusive owner-
ship or control of data raises the broad issues of data theft,
cybersecurity, and loss of intellectual property (Boccella
etal. 2020). Managing and possessing enormous amounts
of information, sometimes confidential data, is a crucial
but controversial task. Lastly, Data security and privacy
concerns are often compounded by underdeveloped IT
infrastructures commonly employed in manufacturing
industries. IIoT captures the data from the shopfloor
through the sensors and stores it in centralised servers
(Ordieres-Meré, Villalba-Diez, and Zheng 2019). Some-
times, large-scale data is aggregated and stored in geo-
graphically distributed locations before being clustered
into a centralised server. However, collecting data from
different sources and transferring it to a centralised server
becomes challenging when suppliers, facilities, and cus-
tomers are geographically dispersed. Single points of
server failure have led to system breaches in the past, fur-
ther raising data security concerns (Franzen et al. 2008).
The transfer process is also susceptible to missing values
and incurs irrelevant and redundant information. Over-
all, Industry 4.0 adds value to the manufacturing sys-
tem; while simultaneously increasing vulnerability. These
challenges emanating from the lack of trust in available
data restrict the utilisation of ML in manufacturing sys-
tems. Thereby, it impedes the decision-making capacity
of the machines. In view of data transfer, data storage,
and multiple sources of data, it is prudent to emphasise
that manufacturing industries are unable to provide a
robust information management system for Al-assisted
decision-making. Data preprocessing consumes signifi-
cant effort for accurate analysis using Al to derive any
insight from data. So, it is high time to realise the impor-
tance of secure systems and trustworthy data to utilise
the power of Al to harness its full potential in decision-
making.

It is evident that data security is of utmost impor-
tance in modern manufacturing systems for a foolproof
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decision-making process. Data flow, from collection to
processing to disseminating information, is a salient
feature of digitised manufacturing systems. Therefore,
data security is a grave concern, especially in the Al-
assisted (data-driven) manufacturing industry. A pru-
dent approach for mitigating the above-mentioned secu-
rity challenges is integrating manufacturing systems with
Blockchain technology. Blockchain offers a combination
of tools to address the sustainability, efficiency, robust-
ness, and security of systems. Blockchain is a decen-
tralised network. A single entity does not have the power
to alter anything without the consensus of other stake-
holders. In this context, it is essential to note the work of
Vitalik Buterin, who founded the Ethereum cryptocur-
rency (based on Blockchain) after getting disappointed
by the nerfing of his favourite Warcraft character by the
game developer (Blizzard Entertainment) in one of its
patches (WoW Patch 3.1.0) (Dannen 2017; Good 2021).
Decentralizing the power from a single authority can pre-
vent the powerful from going rogue. The Blockchain was
originally developed for making data transactions peer-
to-peer (P2P) without the need for a central governing
authority. Removal of the central authority can prevent
it from declaring a completed transaction illegal or void
and penalising the transactors. The Blockchain consists
of a distributed ledger that records each movement and
activity in the system. The distributed ledger is a consec-
utive list of activities with timestamps shared across the
network. The ledger is shared across the network, which
makes it secure against data tampering. Blockchain has
consensus protocols that check whether the transacted
data is valid and accurate. Blockchain uses a smart con-
tract, a programmable protocol that allows the execu-
tion of agreements and terms. Smart contracts allow the
incorporation of application-specific constraints. Such a
combination of shared ledger, consensus protocols and
smart contact creates a trustless, tamper-proof environ-
ment for storing manufacturing data on Blockchain.
Thus, Blockchain has become an incentive-based system
that encourages more people to join, making the network
even more robust. Due to these valuable characteristics
of Blockchain, data privacy and security issues can be
minimised in Al-assisted manufacturing. It can make
data processing and decision-making faster and produce
trusted results.

Presently, research at the intersection of ‘blockchain
and Manufacturing’ and ‘Al (or ML) with manufactur-
ing’ are extensive. However, no conceptual framework
has been proposed for integrating ‘Blockchain and ML
technologies in manufacturing’, even when security and
trust have become critical factors. The reason for the
void is a lack of understanding of Blockchain technol-
ogy and its possible use cases beyond cryptocurrencies.
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It is important to understand that a clear parallel can be
drawn between the P2P transactions in cryptocurrencies
and manufacturing industries. For instance, the transac-
tion of products between supplier and manufacturer or
manufacturer and customer; and the monetary transac-
tions between manufacturer and customer or the supplier
and the bank are all P2P. We lay the foundation of our
work on this parallel to fill the void by combining the
three domains ‘Manufacturing, Machine Learning, and
Blockchain’. Precisely, this conceptual viewpoint paper
seeks the answers to the following research questions: (1)
What are the requirements of modern smart manufac-
turing systems? (2) Why has security become critical in
manufacturing environments? (3) How can blockchain
solve the security issues of manufacturing industries?
How can we integrate blockchain in manufacturing sys-
tems seeking autonomy? (4) What are the challenges in
incorporating blockchain as a security solution in man-
ufacturing organisations? Our work delineates the util-
ity of integrating Blockchain and ML in manufacturing
operations for research endeavours and practical appli-
cations. Specifically, our contributions are:

e Investigate the current challenges faced by modern
manufacturing systems

e Highlight a few incidents to underscore the need of
security measures in manufacturing environments

e Identify the scope and need for integrating Blockchain
in Al-assisted manufacturing systems

Artificial Intelligence (§lI-A)

e Provide a conceptual framework for fusing Al and
Blockchain technologies in manufacturing applica-
tions

e Discuss the open research questions for integrating
Blockchain in manufacturing systems

A brief discussion on the Blockchain and ML tech-
nologies is included in Section 2 for completeness and
convenience to an uninformed reader. The require-
ments of modern manufacturing systems are detailed in
Section 3. A few actual incidents of breaching into the
manufacturing systems due to ineffective security mea-
sures are highlighted in Section 4. Section 5 discusses a
manufacturing system enabled by both Blockchain and
ML. It also includes key differences between a man-
ufacturing Blockchain and a generic (e.g. finance like
cryptocurrency) Blockchain. We also discuss some open
challenges and broader perspectives in Section 6 that
consider Blockchain and ML jointly from a manufactur-
ing perspective. Finally, this paper concludes in Section 7.
Figure 1 summarises our work.

2. Background
2.1. Artificial intelligence assisted manufacturing

Sentient beings use their intelligence to distil knowl-
edge. When they observe any process (system), they use
their intelligence to extract the correlation between the
factors affecting the process (system) and the responses
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generated by the process (system). A successful corre-
lation becomes knowledge. That knowledge was used
for automation. Such an automated system had knowl-
edge but lacked the intelligence to discover any new
knowledge. Thus, they failed whenever the environ-
mental uncertainty (or factors) went beyond the lim-
its. Additionally, the volume factor of big data poses a
critical challenge for autonomous systems. The massive
volume of data is likely to cover the state space com-
pletely. Hence, autonomous systems will have to han-
dle exceptional cases as well (Rai and Sahu 2020). Each
of these exceptional cases can give rise to new knowl-
edge. But, as our system is not intelligent, it cannot dis-
cover this knowledge. That’s where humans have played
a vital role traditionally. They debugged the system wher-
ever it failed. If we want to automate the system fully,
we have to remove the human component by making
the system intelligent to discover knowledge wherever
it needs. That’s where we need Al to make the system
fully autonomous to handle changing demands in mass
individualisation or while maneuvering in unknown ter-
rain or to handle errors on the factory floor. Nowadays,
the terms Al and ML (machine learning) are used inter-
changeably. In summary, the utmost functionality of ML
is to make the system intelligent enough so that it can
learn to autonomously make the decision and respond to
the changes in the system dynamics effectively with no to
nominal interference from humans. ML tools and algo-
rithms utilise data (input and output data) to extract the
knowledge to automatically perform intelligent tasks like
those by humans, such as perceiving, learning, reasoning,
and ultimately solving the problem. Training ML mod-
els on raw data equip the model with the intelligence to
extract actionable information for classification, regres-
sion, control, and generation tasks. We skip the details of
AT as they have been widely used in manufacturing sce-
narios. We suggest the reader to visit Goodfellow, Bengio,
and Courville (2016), LeCun, Bengio, and Hinton (2015),
Kurtz et al. (2023) and Wuest et al. (2016) for details on
AL

Al was introduced in the manufacturing industry in
1955 (H.-C. Zhang and Huang 1995). The manufacturing
sector has been exploiting ML tools for prediction, clas-
sification, regression, and forecasting tasks by extracting
complex and non-linear patterns from the raw data and
converting them into valuable features to improve qual-
ity of the products and quantity of production (Paturi
and Cheruku 2021). Given the current abundance of
data, ML can monitor system dynamics in real-time and
adapt to chaotic environments, with proven algorithmic
accuracy and reproducibility (Impagliazzo et al. 2022).
These insights facilitate necessary system modifications
and future behaviour prediction, optimising parameters
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to reduce waste and save time. We include a few cases
to show the effectiveness of Al in diverse applications.
Metal AM components were inspected using a CNN (B.
Zhang, Jaiswal, et al. 2019). The costs of circuit boards
were estimated using a CNN-based deep regressor and
an autoencoder in an automotive OEM (Bodendorf, Mer-
bele, and Franke 2022). The assembly process was opti-
mised by determining the line feeding mode using a
classification and regression tree (CART) in four com-
panies: (1) an original equipment manufacturer (OEM),
(2) an electric motor manufacturer, (3) a naval equipment
producer, and (4) an automotive manufacturer (Zangaro,
Minner, and Battini 2021). The unstructured machine log
data of three companies were processed using Al-based
NLP (natural language processing) techniques for pre-
dictive maintenance (Usuga-Cadavid et al. 2022). They
were able to handle class imbalance arising due to a
lesser number of machine failure data using random
oversampling. R. Nguyen, Singh, and Rai (2023) used
generative adversarial networks for robust failure prog-
nosis. ML has also been used for optimisation and to
control the process parameters for troubleshooting and
maintenance. The automated fault detection and diag-
nosis ML techniques have significantly increased the
utilisation rate of the machines, minimised downtime,
and increased their overall useful lives. Multiple organ-
isations have been pioneering the adoption of AI. For
instance, (1) Danone Group, a french food manufac-
turer, uses Al for demand forecasting, (2) the Japanese
automation company ‘Fanuc’ uses Al for robotic oper-
ations, (3) BMW uses Al-based image recognition for
quality inspection and defect reduction, (4) Porsche is
using unmanned ground vehicles for automated man-
ufacturing (El-Sherif 2019; Kamath and Mewari 2021).
These organisations and many others are exploring new
avenues to incorporate Al

2.2. Security and blockchain

As alluded in Section 1 - Introduction, a key enabler of
Industry 4.0 and mass customisation is the interaction
between several components as part of [IoT and CPS. The
interaction exchanges different kinds of data through an
interconnecting network. There is a flow of data within
the network in a manufacturing setup which usually con-
tains information about inventory, finances, and others
which we generically refer to as information. Existing
record-keeping infrastructures to track data flow fail in
certain crucial cases. We will quote a few instances in
the next paragraph to realise how integrating blockchain
can solve those issues. Blockchain, at the core, is a
digital ledger shared across its participants. This digi-
tal ledger can do the usual record-keeping task. It has
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some additional properties that are valuable to solve the
problems conventional record-keeping techniques can-
not solve.

Consider a notional example of a manufacturing
company that manufactures customised shoes or other
assembled products of relatively higher complexity which
the customers will buy repeatedly. Let’s consider a few
instances to understand how Blockchain can help mod-
ern manufacturing systems. First, traditional record-
keeping procedures (like Enterprise Resource Planning
(ERP) tools) are prone to errors as information can be
overwritten without notifying all the involved stakehold-
ers. The transactions, whether with suppliers or across
different departments within a company, involve sev-
eral steps which may introduce discrepancies as the
data operator can overwrite the data as recorded dur-
ing its generation. Periodic internal and external audits
are required to ensure correctness. However, integrating
Blockchain, which shares and synchronises data across all
participants, can make the system error-proof and more
efficient. With Blockchain, any transaction modification
needs validation from all parties, thus eliminating the
need for audits. Secondly, the company keeps track of
manufactured products by using batch codes. They store
the complete process history and include the machines
used to manufacture the product. Even then, there are
instances of product recall, especially in the case of the
automotive industry. In case of any defect in the product,
the company has to trace it to the machine and quality
checkpoints. Tracing the product history became crucial
in the drug industry for compliance with the Drug Supply
Chain Security Act of 2013 (U.S. Food and Drug Admin-
istration 2013). Counterfeit drugs need to be traced to
the source. Legacy systems are ineffective at tracing.
Blockchain can trace the defective products (or counter-
feit drugs or masks Shen et al. 2023) to the origin of the
defects. Third, manufacturing a product while managing
multiple components and tracking their utilisation poses

challenges due to the absence of real-time traceability.
The lack of real-time information about the supply chain
can lead to significant disruptions if a supplier faces mate-
rial shortages and fails to deliver on time. This issue arises
from the limited availability of up-to-date information at
the company’s disposal. In legacy systems, the informa-
tion is usually intimated as per need. There’s no real-time
information sharing. There are trust and security issues
that prevent information sharing. Blockchain can elimi-
nate this issue as it shares the encrypted information in
real-time. Participants with access can decrypt the infor-
mation to review the shared data. Lastly, legacy systems
do not encrypt the data. Thus, special measures need to
be taken for security purposes. The company and sup-
pliers become vulnerable if any wrongdoers get access to
the data. Blockchain can be instrumental in addressing
these vulnerabilities as Blockchain prevents access to the
data beyond the participants. As the data is encrypted by
Blockchain, wrongdoers cannot do any harm even if they
get access to the data. Additionally, Blockchain can ease
cross-border trade. Skuchain® is developing a currency
agnostic Blockchain for global business-to-business trade
and finance. Hence, it is prudent to integrate Blockchain
into manufacturing operations to make secure and error-
proof systems (Gaur and Gaiha 2020).

Blockchain is a chain of blocks containing the details
of the data transacted in the system in chronologi-
cal order. In technical terms, the Blockchain is essen-
tially a distributed, immutable, open-source, public data
ledger (Zheng et al. 2018) which contains the transactions
among untrusting parties without any centralised con-
troller. A basic blockchain structure is shown in Figure 2.
A general block in Blockchain consists of two parts of
data. The first one is header data which includes (1) hash
value of current block, (2) block ID, (3) hash value of
previous block (also referred as parent block), (4) block
version (includes validation rules), (5) transacted data
or information, and (6) timestamp (the time at which

Current Block
Hash Value
Block ID
Details of Transaction Data:
Previous « Product ID
Block Hash « Origin/Location
« Destination
Transaction « Current Location
Data « Expiry Date
« Machining Parameter
Timestamp « Other Recorded Data

Figure 2. Structure of a single block in the blockchain.
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the block was generated). The integration with times-
tamp and position (relative to the parent block) makes
the block immutable and reliable. The nonce is mainly
used in cryptocurrency mining. It refers to the number
of characters in the hash while calculating its value. It
could be optional in manufacturing applications. And
other part of data is main data which stores all the infor-
mation transactions ever executed within the Blockchain
network. As shown in Figure 2, the data contains details
of the product (like its ID, expiry date, machine param-
eter, etc.) as well as the origin, destination, and current
location of the product.

An inactive blockchain is triggered when a transaction
request is passed to the P2P nodes in the blockchain net-
work. When a new request is executed, all the authorised
members in the network participate in the block valida-
tion. Block validation is a process of ensuring genuine
transactions. Once the nodes validate the transaction
request, a block consisting of the details of the transac-
tion request is generated. The verified block is forwarded
to the validating authorities to check the authenticity of
the requester and details of the block. The block will
be discarded if the validating nodes reject the request.
It ensures that only valid transactions are allowed while

(1) Data transaction request from
manufacturing environment

Newly appended
block

s
v

(6) Transaction Successful

Figure 3. Working mechanism in a blockchain enabled system.

(2) A block is generated which
contains the data to be exchanged

(5) Block is added to the blockchain and
linked with previously existing blocks
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sharing with unknown organisations. A validated block
is appended at the end of the chain, just like a queue.
This operation is illustrated in Figure 3. Thus, as more
and more information is passed through the blockchain,
the blockchain grows continually with the execution of
information transactions.

Each block includes the hash of the preceding block.
The hash of the current block is generated using data
within the block and the hash of the preceding block.
Therefore, whenever a new block is generated, it pro-
duces a unique hash value. Since each block consists of
the hash value of the previous block, it creates a hash
tree (J. Wang et al. 2020). Therefore, any alterations in the
block can easily be detected since the hash value of each
block is interrelated. Changes in block data will affect the
hash value of each block and, subsequently, the hash of
other connected blocks. Hence, the immutability. All the
information on the current block can be verified conve-
niently by utilising the hash value of the hash tree root in
the blockchain. This way, the more blocks added to the
network, the more it becomes secure and safe.

The type of blockchain to be used depends on
the application and the operations to be performed.
A blockchain is divided into three types: public, private,

.
Al
-

=

(3) Block is broadcasted to all peers
in the network for validation

(4) Consensus algorithms used for
verification
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and consortium. A public blockchain system is fully
decentralised. A blockchain becomes private if controlled
by a single entity. The consortium is a combination
of both public and private blockchain, in which the
blockchain is partially controlled by a group of organ-
isations. A public blockchain is nearly impossible to
tamper with, as majority of the participants participate
in the validation process. To date, the famous exam-
ples of public blockchains are cryptocurrencies like Bit-
coin (Nakamoto 2008), Ethereum (Dannen 2017) and
Dogecoin (Chohan 2021). In the case of private and con-
sortium blockchains, the dominant member or group has
control and access over the blockchain network. Rip-
ple (Akcora, Gel, and Kantarcioglu 2022) and Hyper-
ledger (Cachin 2016) are examples of private blockchain.
They are developed as business-to-business virtual cur-
rency exchange platforms. Consortium blockchain is
more associated with the supply chain industry in which
different organisations can join the network. R3 (Y.
Guo and Liang 2016), an enterprise technology and ser-
vice provider, is an example of consortium blockchain.
From the characteristics of the three blockchain sys-
tems, it is evident that public blockchain has scalability
issues even though it gives assurance over immutabil-
ity, transparency, nonrepudiation, and traceability. Public
blockchain is permissionless, which allows the partici-
pant to have access to everything in the network. On
the contrary, the permission-less characteristic of pub-
lic blockchain also lacks in providing flexibility in terms
of change in blockchain norms. Private and consortium
blockchain has better scalability than the public as access
is controlled by a few or one entity to reach a con-
sensus. Access control rules make private and consor-
tium BCs more secure than public BCs. Table 1 charac-
terises different types of BCs according to the application
requirement. The comparison illustrates that consortium
blockchain is more suitable for manufacturing applica-
tions. Salah et al. (2019) is a good reference for a detailed
taxonomy of the blockchain platforms.

Blockchain builds trust using consensus algorithms
based on the mathematical principles of asymmetric
cryptography (Bahga and Madisetti 2016). The consen-
sus algorithm allows the users to make a transaction with
other entities while being anonymous. There are different
types of consensus mechanisms built for blockchain tech-
nology as per requirements, such as energy requirements,
the security level they offer, and the scalability level.
Mourtzis, Angelopoulos, and Panopoulos (2023) pre-
sented the most common consensus algorithms, such as
(1) Proof of Work (PoW) (Kiayias and Zindros 2019), (2)
Proof of Stake (PoS) (Gazi, Kiayias, and Zindros 2019),
(3) Delegated Proof of Stake(DPoS) (Hu et al. 2021) (4)
Proof-of-Activity(POA) (5) Proof-of- Authority(PoA) (6)

Table 1. A comparison of different kinds of blockchain.

Public blockchain Private blockchain Consortium blockchain

Restricted access to
specific participants

Permissioned network

Higher privacy and

Open and
permissionless

Decentralized

Transparent and

Operated by a consortium
of organisations

Permissioned participation

Balances decentralisation

immutable controlled access and controlled access
Ledger open to Ledger restricted Ledger accessible to
Public specific user

Low Latency High Latency Latency depends on the
transaction type
High energy Low energy Energy consummation

consummation consummation depends on transaction
load

Consensus participation
allowed to the public

and specific group

Public participation
in consensus

Small group par-
ticipation in
consensus

Proof-of-Burn(PoB) (7) Proof of Capacity/Proof of Space
(PoC/PoSpace) (8) Proof of Elapsed Time (PoET) (9)
Proof of History (PoH) and (10) Proof of Importance
(PoI). All of the mentioned algorithms are transplantable
in blockchain. In the context of a public blockchain,
it refers to an open-source platform facilitating data
transactions accessible to anyone. Transactions made on
the blockchain are validated and added to the chain
by the consensus algorithm, which determines the cho-
sen block. This process ensures the creation of a reli-
able (and unified) transnational ledger. For example,
when a transaction triggers the blockchain, miners col-
lect a few transactions, validate it and create the block.
Then miners compete to solve the ‘mathematical puz-
zle’ (consensus algorithm). This is why block creation is
a power-hungry process. The one who solves the puz-
zle first gets to add the next block and gets rewarded.
It is called proof-of-work (PoW). Different blockchain
networks has different consensus algorithms, e.g. Solana
has proof-of-history(PoH) (Yakovenko 2018), Binance
has practical Byzantine fault tolerance (pBFT) (Abra-
ham et al. 2017) and Polkadot has hybrid consensus
protocol (Wood 2016). Proof-of-history is a sequence of
computation that cryptographically verifies the passage
of time between two events. Practical Byzantine Fault
Tolerance (pBFT) (Castro and Liskov 1999) is designed
to reach consensus even when some of the nodes in
the network respond with incorrect information. This
way, the consensus algorithm paves the way to trans-
act data between untrusting participants in decentralised
networks (Lakshman and Agrawala 1986). Therefore,
the consensus algorithm is selected so that it should
fulfill the purposes of the application with the neces-
sary security. It is a wise option to choose an opti-
mised algorithm to save computational resources and
power (Cachin, Sorniotti, and Weigold 2016). In manu-
facturing industries, it is advisable to use Permissioned or
private Blockchains. Most Private Blockchains are based



on the Byzantine Fault Tolerant (BFT) consensus pro-
tocols (Abraham et al. 2017; Crain et al. 2018). BFT is
more suitable for manufacturing operations (Muzam-
mal, Qu, and Nasrulin 2019). BFT is better than PoW
(Proof of Work) and PoS (Proof of Stake) in terms of
security and resource intensiveness (Sousa, Bessani, and
Vukolic 2018).

Another proponent of integrating blockchain with
complex manufacturing operations is its autonomous
transaction capability using the ‘Smart Contracts (SC)’
attribute of blockchain. SC is a computerised transaction
protocol that executes contractual terms automatically
when enforced conditions are matched (Ream, Chu, and
Schatsky 2016; Szabo 1997). SC is one of the productive
elements of blockchain that helps automate predefined
operations and applications. It contains a simple series of
operations in the form of code and works like a condi-
tional and predefined decision support mechanism inside
the blockchain network. SC makes the functioning of
blockchain easy by assigning access permission and mak-
ing each action deterministic (Makhdoom et al. 2019)
and reduces human interference and error in manufac-
turing processes. Design, implementation, and validation
of SC are done under the supervision of multiple parties
involved in the system and the network to ensure appro-
priate access control and contract enforcement. Once
finalised, SC is deployed on the top of blockchain. It
makes the operations safe because SC cannot be modified
once deployed in the blockchain network. The defined SC
provides automation, intelligence, and privacy protection
to the system.

An example by Angrish et al. (2018) is simplified to
illustrate the integration of blockchain in manufactur-
ing applications. Manufacturing service providers have
multiple manufacturing machines, each with a unique
identity. Every operation on a particular machine is
recorded and stored in the blockchain. These transac-
tions (i.e. manufacturing data or events details) include
diverse information such as (1) machine information
like machine installation, service, upgrades, breakdowns,
and access log, etc.; (2) machine utilisation can include
recording events such as overall equipment effective-
ness (OEE), maintenance records, downtime, up-time,
and power consumption; and (3) machine capabil-
ity, such as consumed materials, workpiece type, pro-
cess capabilities, etc. It is shown in Figure 4. The
machine utility information is meticulously recorded,
forming a continuous chain of events within the sys-
tem. Subsequently, this recorded data is disseminated
to all nodes in the blockchain network, ensuring com-
prehensive verification and validation. Each validated
sequence of operations contributes to the creation of a
trusted ledger with a reliable database. Such ability gives
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blockchain an exceptional quality of micro-metering,
micro-measurement, and dynamic adjustment at the root
level. This feature can help evaluate the services and
manufacturer’s activities and analyse the quality of infor-
mation flow (Takahashi 2017).

It is evident that each attribute of blockchain can serve
as a benefactor in manufacturing operations. BC can
secure storage and information transactions. A suitable
kind of blockchain with the required attributes shall be
integrated as per the necessity of the specific manufac-
turing application for the best performance. For instance,
A private blockchain is advisable in an operation in
which there is a need for high scalability for confidential
data transactions. Blockchain is getting more and more
recognition in industries. Hardly within a decade of the
democratisation of blockchain, IBM’s (IBM 2017) study
revealed that major C-level executives are considering
engaging with ‘blockchain technology’. We are yet to see
the potential of the full-fledged adoption of blockchain in
manufacturing industries.

2.3. Convergence of blockchain and Al

Itis evident that (1) the efficacy of Al is completely depen-
dent on data that is vulnerable in terms of security, and
(2) blockchain can aid in mitigating the security issues
of data. However, the integration of AI with blockchain
is not a one-way relationship. AI and blockchain can
form a synergistic relationship to enhance each other’s
capabilities.

Blockchain can accelerate the performance of Al by
offering it an abundance of secure data. Blockchain plat-
form makes it possible to have access to intra- and inter-
layers of the system through data tracking. Similarly,
having access to multiple layers of data allows the sys-
tem to operate on more relevant information to enhance
performance. Due to Blockchain’s secure and privacy-
preserving properties, it can encourage industries or
individuals to share more data (Tanwar et al. 2019).
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Blockchain can easily implement a reliable incentive-
based system. Blockchain has also served as a coordinat-
ing platform for connecting untrusted devices for joint
decision-making. There is always a risk while extract-
ing data from a centralised server due to the singular
control over accessibility. Chen et al. (2018) raised con-
cerns about storing the data from different sources at
a centralised server. The monopoly of authority in the
case of a centralised server compromises the guaran-
tee of tamperless data. The decentralised property of
Blockchain yields the provenance and historical aspect
of information, which makes it secure from hackers and
prevents data manipulation (Ferrer 2018). The decen-
tralised nature of Blockchain, as in Ethereum or Bit-
coin, with thousands of online participants, will never
go offline. The decentralised server can help extract
assured knowledge, perception, learning, and reason-
ing by abolishing the centralised server. The decen-
tralised nature of Blockchain helps in achieving privacy-
preserved learning and enables the development of per-
sonalised models (Kurtulmus and Daniel 2018). We
can integrate Blockchain with federated learning, where
the AI algorithm is trained on data available locally
across multiple edge devices without any data sharing or
exchange (McMahan and Ramage 2017). Fu et al. (2020)
presented a blockchain-based Al-enabled connected and
autonomous vehicle platform to train ML models locally
and uploaded the model to the Blockchain to utilise the
collective intelligence. Just like the incentivization of the
data providers for providing high-quality data, the AI
model owners can also be rewarded for deploying their
models for use by others. Deploying the AI models on
the decentralised Blockchain can aid in the validation and
verification of the AI models by the other participants
of the blockchain (Mougayar 2016). The parameters of
the trained AI model can be stored in the Blockchain to
ensure its integrity. Any change in the model parameters,
as during fine-tuning for a specific task, will be reflected
in the Blockchain. Overall, Blockchain can ensure own-
ership and control over the data as well as the AT models.
Lastly, we want to emphasise that Blockchain’s consen-
sus algorithms can prevent the incorrect predictions of
Al from propagating in the network or the manufac-
turing systems. If, at all, an incorrect prediction of Al
propagates through the manufacturing system, the error
can be traced back to its source. Thus, Blockchain can
improve the decision-making in manufacturing systems
by offering better data to Al as well as offering the correct
predictions of Al to the manufacturing systems. In other
words, Blockchain can improve the data to and from Al
for the betterment of manufacturing systems.

Just like BC can ensure the security of the data for
the AI algorithms, Al can also enhance the efficiency

and usability of BC in many ways. Consensus algorithms,
like PoW, are energy intensive. Al algorithms can be
employed to optimise the energy consumption of BC
operations (Olaniyi, Alfa, and Umar 2022). ML can be
used to predict the optimal strategy for a consensus pro-
tocol in a given environment, such as predicting the
best time to mine a block in PoW or deciding the opti-
mal bet in Proof-of-Stake (PoS) systems (L. N. Nguyen
et al. 2019). ML can help identify anomalous patterns
and malicious nodes to detect potential security threats
in blockchain transactions. Thereby improving the secu-
rity of the BC network. For instance, consider the mul-
tiple incidents of stealing cryptocurrencies (De 2017).
The leak of identities of the nodes and the issue of
pseudo-identities can be resolved using Al-based proof-
of-conformance mechanisms. One of the major causes is
exploiting a bug in the smart contracts. In such cases, Al
can detect if the BC network is under attack to invoke
suitable defense mechanisms. For instance, AI can clas-
sify the nodes if they are malicious and then isolate them
from transacting to save the network. Al can enhance the
performance of blockchain by accelerating transaction
speeds. With intelligent algorithms, transactions can be
processed and validated more quickly, thereby increasing
the overall efficiency of the blockchain. Sarda et al. (2018)
demonstrated how BC can also verify the work history of
job applicants in real-time. Machine learning can be used
to analyse and validate smart contracts in blockchain
systems, helping to prevent fraud and malicious activity
(Nikoli¢ et al. 2018). Al can help in achieving efficient
blockchain scaling by intelligently managing resources
and transaction verification processes, thereby increas-
ing the transaction throughput and overall performance
of the blockchain network (Zheng et al. 2017). Al can
address the scalability issues in BC by optimising the han-
dling of the vast amount of data blocks in the blockchain,
making the system more efficient. AI algorithms can
be used for data pruning, compression, and optimisa-
tion. Machine learning techniques can also be employed
to improve user privacy on the blockchain. Techniques
like differential privacy can be applied to ensure that
individual data within the blockchain remains confiden-
tial (Abadi et al. 2016). AI can help improve the qual-
ity of data on the blockchain. By employing ML tech-
niques, the system can identify and correct erroneous
or incomplete data, thereby ensuring that only high-
quality, reliable data is stored on the blockchain (Hoy
2017).

From the above discussion, it is evident that blockchain
and Al can have a synergistic relationship where they
can amplify each other’s capabilities while undermin-
ing each other’s shortcomings. Blockchain suffers from
scalability and efficiency, while ML has trustworthiness,
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Figure 5. A cyber-physical system model of an Al-assisted
manufacturing system integrated in a blockchain fabric.

explainability, and privacy issues. Combining both tech-
nologies has a significant potential in industries domi-
nated by data (Dinh and Thai 2018). Blockchain will help
MUL’s decisions to be more transparent, explainable, and
trustworthy. As all the imported data into the ML model
will be visible to permitting authorities operating within
the blockchain network, this gives surety to the organ-
isation while sharing data and offers more confidence
in the decisions made by the ML model (Mettler 2016).
So far, ML has been utilised in manufacturing applica-
tions without any regard for data security. Blockchain
could work as a security layer for ML to produce trust-
worthy decisions for better functionality of manufactur-
ing operations. A CPS model of a manufacturing sys-
tem that makes autonomous decisions using AI which
is connected using a blockchain network is depicted in
Figure 5. The convergence of blockchain and ML make a
secure solution that can enhance the productivity of man-
ufacturing application and could open the door to new
possibilities. Still, the integration of blockchain in practi-
cal applications is in its infancy. Our work moves a step
ahead by integrating blockchain in Al-enabled indus-
tries. For that, we need to understand the requirements
of modern manufacturing systems.

3. Requirements of modern smart
manufacturing systems

In light of mass individualisation, it is essential to empha-
sise the smart nature of modern manufacturing sys-
tems, which allows them to reconfigure to meet the
customised demands with the best system performance
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while using optimal resources. Mourtzis (2020) empha-
sises the significance of digital manufacturing tech-
nologies, such as simulation, in facilitating product
experimentation and validation. These smart manu-
facturing systems involve collaboration among various
organisations, industries, and individuals on a macro-
scale, as well as interconnection and interoperation among
different systems, sub-systems, and components on a
micro-scale. The U.S National Institute of Standards and
Technology (NIST) defines smart manufacturing as ‘a
fully-integrated, collaborative manufacturing system that
responds in real-time to meet changing demands and
conditions in the factory, in the supply network, and cus-
tomer needs’ (Thompson 2014). These smart systems
need to learn from data to handle environmental uncer-
tainties and faults. Data is accessed in a controlled fashion
from all stages of the product’s lifecycle to make the sys-
tem really smart. Manufacturing data has played a crucial
role since the beginning of Industry 4.0. The volume
of data has increased to 40,000 Exabytes in 2020 and
will double every two years, according to an IDC (Inter-
national Data Corporation) report (Gantz and Rein-
sel 2012). With the advent of Al, new intelligent insights
about the system can be discovered from its data which
was impossible in the case of model-based approaches
practiced earlier. As Al relies purely on the system’s data
for deriving analytical insights, data quality becomes a
decisive factor in enhancing its performance. So, the
accuracy of the data dictates the accuracy of the outcome.
In other words, tampered data could lead to erroneous
decisions and potentially jeopardise the product or the
manufacturing system. We also highlight the need for
contrasting goals of data security and transparency in
modern manufacturing systems. They are summarised in
Table 2.

Table 2. Requirements of modern manufacturing systems.

Requirements Challenges References

Interoperability Secure coordination of disparate Lee, Bagheri, and

complicated systems with Kao (2015)
synchronous data
Relevant data High degree of irrelevant and Yu and Liu (2003)
redundant information
Access control Difficulty in managing the control ~ Outchakoucht,
policy for accessing data Hamza, and
Leroy (2017)
Interconnectivity Increased likelihood of faults Sadeghi, Wachs-
and their propagation in mann, and
cross-connected network Waidner (2015)
systems
Data and System Security problems when sharing Y. Liu, Yu,
Security their datasets inside and outside etal. (2020)
industry
Tamper proof data ~ Use untampered data to get true Leng, Jiang, and
aggregation results Zheng (2017)
Transparency Privacy-preserved transparency Punter (2013)
Trust among Building trust among participants ~ Camarinha-Matos
participants for sharing data et al. (2009)
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3.1. Interoperability

Complex systems usually consist of multiple systems
and components that accomplish different functions to
achieve a common goal. Those systems can be diverse
in terms of their operations, the data they create, pro-
cess, store and transmit, and the software or algorithm
that they use. As the data is exchanged from one form
to another, there is a risk of loss in semantics. A
complex system requires more than one datatype and
software to manage its value chain effectively, includ-
ing personnel, materials, products, control systems, and
equipment. Thus, interoperability is crucial for coor-
dinating different systems, enabling the transforma-
tion of data for seamless communication, computa-
tion, and inference. Interoperability in manufacturing
can be defined as the degree of communication and
sharing of data among different stakeholders of the
value chain (Lee, Bagheri, and Kao 2015). Technolog-
ical compatibility and security remain two major hur-
dles in interoperability. Adoption of sophisticated com-
ponents in the presence of legacy systems is difficult
and is cost-intensive. Furthermore, proper integration
of disparate systems for coordinated functioning while
being secure to prevent theft of intellectual properties
(IP) is challenging. Government regulations (e.g. Health
Insurance Portability and Accountability Act Account-
ability Act 1996) demand even more stringent security
measures.

3.2. Relevant data

As knowledge is distilled from data, data has become
the new currency. Acquisition of relevant data remains a
challenge for making decisions. Availability, quality, and
composition of data influence the performance of ML
algorithms. The dataset can have a very high dimen-
sion, which can adversely affect the performance of ML
algorithms. In complex systems, each sensor adds a new
dimension. While such sensory data is useful, some may
contain a significant amount of redundant and irrele-
vant information. That irrelevant data can impact the
performance of learning algorithms (Yu and Liu 2003)
and call for better algorithms and computing resources.
Each manufacturing operation could generate a tremen-
dous amount of data at a time. It becomes cumbersome
and time-consuming while selecting the features for anal-
ysis. Therefore, a data management system should be
designed to reduce or handle the complexity of high vol-
ume. Additionally, the data management system shall
be secure to not incur irrelevant information during
transmission.

3.3. Access control

IIoT usually deals with a colossal number of devices for
data collection and integration. The security policy for
each connected devices is managed by the access control
system of IoT. Static privacy policies and written access
control rules make it difficult to manage each operation.
The static nature of these policies fails to detect if it con-
tains rules leading to security limitations that create con-
flicts or are sub-optimal. This approach never considers
feedback from the results of its operation (Outchakoucht,
Hamza, and Leroy 2017). The digitised equipment is the
primary source of data through IIoT devices, sensors, and
smart devices (Sadeghi, Wachsmann, and Waidner 2015).
The end-to-end vertical and horizontal integration of the
[IoT opens up loopholes for multiple vulnerabilities at the
equipment level. For example, if the industry is manu-
facturing military equipment, national security becomes
a concern. This risk inhibits ML engineers’ access to
data and fosters departmental silos that inhibit informa-
tion sharing. Thereby, complicating data preprocessing
and hampering ML model development. So, secure cyber
tools are essential to establish consensus and ensure the
authenticity of the manufacturing network. Standardized
protocols are necessary to protect intellectual property
and define the manufacturer’s role in the decentralised
manufacturing platform (Lee, Azamfar, and Singh 2019).
The manufacturing industry requires strong coordina-
tion between upstream and downstream network oper-
ations, fostering mutual trust and security measures to
promptly detect faults within the network.

3.4. Strong interconnectivity

Interconnection can open up a plethora of possibilities
in manufacturing operations by harnessing the addi-
tional value offered by the inter-operation and informa-
tion exchange among disparate systems, manufacturing
facilities, and organisations. The interconnection of man-
ufacturing operations can lower the lead time and drive
to quicker customer satisfaction, thereby boosting rev-
enue. An interconnected supply chain can reduce down-
time in case of jerks in the supply chain and changes
in the demands of consumers. Connections among the
machines on the shopfloor can facilitate preventive main-
tenance, analysis of faults, and downtime. A variety
of manufacturing models has been proposed to digi-
tise the manufacturing industry, such as social manu-
facturing (Jiang et al. 2016), peer production (Kostakis
and Papachristou 2014), open production (Wulfsberg,
Redlich, and Bruhns 2011) and crowd manufacturing
(Bonvoisin and Boujut 2015). The only goal of all these



forthcoming innovations is to make the system crowded,
clustered, and decentralised for global communication,
collaboration, and compatibility (three Cs) to enable
cross-enterprise manufacturing with interconnected net-
works. The key idea of interconnectedness is to propagate
change throughout the network. For instance, an increase
in the demand for a product shall propagate until (1) the
machines that manufacture the product adapt to increase
the capacity; (2) raw material supply increases accord-
ingly; and (3) the quality control remains effective. How-
ever, this propagation needs to prevent the propagation
of anomalies. The faults shall be suitably contained by
appropriate security measures to avoid a domino effect.
Thus, strong interconnectivity calls for a stronger secu-
rity system.

3.5. Data and system security

The security of information and data hinges on three key
aspects: confidentiality, integrity, and availability (CIA),
known as the CIA pillars of data security (Prinsloo, Sinha,
and von Solms 2019). Implementing these three pillars
requires high computing capacity, enabled with comput-
ers and servers for information processing, often not
readily available in manufacturing systems. Major IT
communication protocols are designed to support the
CIA pillars. However, it is not always compatible with
manufacturing systems. There is a need to develop a
personalised communication protocol for manufactur-
ing. For example, hypertext transport protocol (HTTP)
is designed explicitly for IT structure. There is a one-
way control authority between the server and the client,
which is not suitable for manufacturing systems. The
manufacturing systems can act as a server as well as a
client. Transferring high-performance technology to a
low-level system leaves the system doors open for hack-
ing and malicious attacks. Such vulnerable environments
can be amplified due to poor selection of technologi-
cal platforms. Security and privacy preservation becomes
critical particularly in ML-based approaches where infor-
mation exchange is amplified. Manufacturers face secu-
rity problems while sharing data with insiders as well as
outsiders. Generally, ML adopts a centralised architec-
ture for accessing data. Centralized servers are prone to
hacking, and any malicious activity can manipulate the
data. Furthermore, the data used for training ML models
are usually in large quantities, which may involve private
information. Therefore, protecting the data from hackers
is a critical issue (Y. Liu, Yu, et al. 2020). Lately, browsers
like Chrome and Edge have introduced password moni-
toring services (O’Donnell 2021). It shows the severity of
the data breach. Lastly, aggregation of data from different
sources also raise privacy concerns.
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3.6. Tamper-proof data aggregation

Recognizing that more data equates to a better under-
standing of their systems, modern organisations dedicate
resources to data aggregation and deploy ML algorithms
for analytical insights. Those ML models need a safe plat-
form for performing analysis on outsourced data. The
imported data should be tamper-less, without error and
noise. The ML model needs to use tamper-less data to get
true results, and the final aggregated result needs to be
stored securely. For instance, mean square error (as with
any p-norm error with p > 2) used as the loss function
in ML models for regression tasks can shift the learned
function in the presence of significant abnormal data. It
underlines the importance of untampered data in indus-
trial applications. A minor error in the final decision in
mass production could be hazardous and result in a loss
of millions of dollars in revenue and a waste of time.
Moreover, tampered data can compromise the customers’
trust and violate government regulations for preserving
privacy. So, the manufacturing platform should be robust
enough to avoid erroneous, illegitimate, and tampering
with data (Leng, Jiang, and Zheng 2017).

3.7. Transparency

To understand the importance of transparency, trust, and
decentralisation in manufacturing, the case of a man-
ufacturing supply chain is considered. A proper supply
chain is essential for the timely and safe delivery of goods
and services matching the demand. If the supply of a
critical component or service is disrupted, the conse-
quences can be devastating in the later parts of the supply
chain. It can incur financial losses as well as loss in the
organisation’s reputation (Punter 2013). Globalization
has been increasing the complexity of supply chains. The
knowledge of product provenance, process, supply net-
work, and final utilisation is not emphasised and is never
recorded due to the diversity (at both micro- and macro-
levels) in manufacturing operations. If it is recorded, it
is done locally. The record only stays with the individ-
uals (suppliers, transporters, storage facilities, retailers,
and distributors). They are never shared due to pri-
vacy concerns and for fear of losing competitive advan-
tage. Thus, almost always, the product journeys remain
a mystery and cannot be traced back to their provenance
(Jessi, Jutta, and Wood 2016). Such behaviour can result
in counterfeiting, environmental damage, and unethi-
cal trading. This has emerged into ethical consumerism,
where the product’s footprint (How it is manufactured?
How it will be used and disposed of?) aligns with the
ethical values of the consumer. Transparent trading and
enhanced traceability of supplied product networks can



1054 (&) D.PATELETAL.

help analyse and deter the risk associated with the supply
chain.

3.8. Trustin collaboration

Collaboration is another concept that industrialists often
emphasise in order to gain the most advantage from
cross-functional teams. Manufacturers want to get con-
nected with their clients to get feedback and improvise
their products. The majority of companies face secu-
rity issues when sharing their machine, logistics, and
clients” information inside and outside the factory. If a
new vendor joins the industry, it takes time to build
trust for sharing data. Similarly, whenever there is a need
to hire a third-party service provider, a lack of cross-
functional support hinders the development. The hesi-
tation to share data for better feedback hinders indus-
tries from understanding their product supply flow for
monitoring. Therefore, a secure multiparty collabora-
tive platform (Frey, Worner, and Ilic 2016) that enables
manufacturers to connect with other participants while
only sharing the necessary data is essential. If the privacy
protection issues are resolved, data sharing can increase
while decreasing fraud/misuse. In the case of using digital
twins for personalised product designing, effective strate-
gies for ownership sharing and dominance over data also
need to be considered (Mandolla et al. 2019).

Thus security, end-to-end trust, traceability of prod-
ucts/services, autonomous decision-making, and relia-
bility are indispensable in modern manufacturing sys-
tems. Their importance is ever-increasing to maintain
the integrity of the system. Fulfilling these requirements
is beneficial in making the manufacturing system com-
petitive and flexible to adopt newer product lines and
technologies. Securing the cyber component has become
crucial with the conversion of legacy manufacturing sys-
tems into CPSs and the rise of data. The cyber component
was relatively insignificant in legacy systems. There have
been many incidents where the integrity of modern man-
ufacturing systems was compromised due to the lack
of proper measures for cyber-security. We quote a few
before proposing our blockchain-based solution.

4, Case studies of security vulnerabilities

Cyber-security is a relatively new field for the manufac-
turing industry. It is still nascent due to the lack of knowl-
edge among most manufacturing stakeholders. Often,
industrialists and developers consider digital security a
secondary priority putting more emphasis on produc-
tivity and higher yield of production line (Tuptuk and
Hailes 2018). They try to scale the production up and
interconnect different systems without considering the

Table 3. Security vulnerabilities in manufacturing systems.

Reference

Schluse etal. (2018)

Properties Key Issues

Security protocols - Lack of security protocols
- Poor communication platform
Global - Intellectual property theft

collaboration

Podgorelec,
Turkanovi¢, and
Karakatic¢ (2020)

- Third party access to classified
industrial information

Low level - Less computational power Prinsloo, Sinha,
manufacturing to handle connected and von
information flow equipment Solms (2019)
architecture

- Low level security system
Scalability - Needs extensive planning Rahman
etal. (2020)
- Maintaining latency, security
and throughput
Cradle to grave - Scope of tampering during Lvetal.(2018)

data transactions

- Difficult to detect malicious
files

- Intentional breach into
system by malicious actors

Human Element Peng et al. (2017)

new security issues that may arise. So, we briefly discuss
manufacturing mishaps to realise the security require-
ments of modern manufacturing systems. Table 3 sum-
marises them.

4.1. Breach into control systems

The Maroochy Shire sewage incident in Queensland,
Australia, in the year 2000 (Sayfayn and Madnick 2017)
is one of the examples to understand the impact of
cyber theft in operational technology. It is a breach in
the security of the SCADA (Supervisory Control and
Data Acquisition) system. Investigations revealed that
an ex-employee of the plant hacked the sewage pump-
ing station and telecasted a wrong message to hack the
SCADA system, which controls over 140 sewer pumps.
The ex-employee was able to access the system due to the
incompatibility of the IT security protocols with the com-
munication and control systems. The pumping station
and the control system were communicating through
a private two-way radio communication system. The
hacker was able to access it due to the lack of cyber-
security measures in the sewer plant control system. After
introducing the SCADA system, which communicates
through transmission control protocol, the number of
cybersecurity breaches increased dramatically. Stuxnet is
notorious (ruined Iran’s nuclear facilities (Kelley 2013))
for targeting SCADA systems and PLC control systems.
The ease of unauthorised access was due to the deployed
security protocols, which were not compatible with oper-
ational technologies. Now, if such a mechanical system
(e.g. actuator diagnosis scheme) is operated through Al,
it can pose a severe threat by providing wrong results



(Delgado et al. 2011). Therefore, it is essential to have
a secure infrastructure to implement Al-aided decisions
confidently.

4.2. Manipulation of files

Belikovetsky et al. (2017) illustrated the failure of a 3D
printed component during operation due to manipula-
tion of its CAD files. The CAD files of propeller blades
were manipulated by an intruder. The drone fell as the
blades of the drone broke apart during flight because of
the reduced fatigue life of the manipulated design. This
is a classic case of spoofing CAD files using WinRAR ZIP
files. The intruder gained access to the CAD files by using
a malicious attachment contained in an email. This illus-
trated the failure of collaboration due to a lack of security
measures. Additionally, by democratising the capability
for production, AM also democratises the capacity to
copy, thereby violating the ownership of creative designs.
The susceptibilities in design can also arise by introduc-
ing unwanted voids (Sturm et al. 2017) or contaminants
(Zeltmann et al. 2016) in the STL files. Nonetheless,
these vulnerabilities are equally applicable in conven-
tional manufacturing as they are in AM. It is just that AM
is more investigated because it is in its early stage of com-
mercial adoption. Therefore, it is necessary to take proper
security measures in cloud-based operations to reduce
hazardous and uneconomical incidents.

4.3. Data breach

Data theft via breaches in CPS is the top-ranked crime
in the manufacturing sector. In 2020, World Economic
Forum (WEF) has listed data fraud and cyber-attack as
one of the top ten economic risks (WEF 2020). DuPont,
a large chemical manufacturer, has also been a victim
of data theft. Yonggang Min, a former research chemist,
pleaded guilty to breaching DuPont’s intellectual prop-
erty (Connolly 2007). Min has been downloading and
accessing the company’s electronic data for a long time.
He was about to start his new employment with Vic-
trex PLC (Asia), which competes with two of DuPont’s
products (Kapton®and Vespel®). DuPont did not have a
strong cyber security layer to protect itself. A recent inci-
dent of data theft happened in 2022 with Hanesbrands
Inc. (Brown 2022). A hacker accessed to company’s cus-
tomer database through the company website. Hackers
pretended to be guest customers to gain access. They
stole nearly a million addresses, phone numbers, person-
ally identifiable information (like driver’s license num-
bers and Social Security Numbers) as well as the last
four digits of the payment card on file for customers.
Hanesbrands had to spend $15 million to fix its disrupted
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supply chain (Kan 2022). Moreover, it lost about $100
million in sales in the next quarter.

4.4. Security issues in scalability

The manufacturing industry is always keen to expand its
production and capacity to meet the market and demand
requirements. Moreover, industrialists often opt to mod-
ify (rather than installing afresh) the existing production
lines to maximise profit while optimising the production
time and cost by adopting new digitised technology for
a distributed infrastructure. Optimal scalability requires
both horizontal and vertical integration. Traditional sys-
tems like Manufacturing Execution Systems (MES) and
ERP systems are monolithic and thus operate in isolation.
They necessitate semantic mediation for effective coop-
eration between them. As the digital component of the
manufacturing systems is based on cyber-infrastructure,
it becomes essential to extend the digital thread to sup-
port the information flow. However, this extension results
in an information surge, highlighting the importance of
scalability in data servers and production when incorpo-
rating new equipment (Feng et al. 2011). NASA’s adop-
tion of complex controllers and interconnected infor-
mation technology (IT) equipment for automating and
scaling up its manual control and legacy operational tech-
nologies (OT) illustrates the potential security vulnera-
bilities in scaling up (Office of Inspector General — Office
of Audits 2017). In one instance, a security patch dis-
rupted a monitoring device, causing a fire that destroyed
valuable spacecraft hardware because the patch hindered
the activation of a safety alarm. This emphasises the need
for caution when scaling up to prevent similar incidents.

4.5. Security gaps from cradle to grave

The cradle to grave of any product, starting from concep-
tion to CAD design to manufacturing, involves several
steps (Apsley et al. 2017). Each step leaves scope for cyber
theft or attack (Holland, Nigischer, and Stjepandic 2017).
Prior to the actual production, the object is conceptu-
alised, and the concept is documented. It is followed by
creating a 3D model in solid modeling software for visu-
alisation. The constructed CAD model is converted into
stereolithography (STL) file format, which is readable by
manufacturing hardware machines, e.g. CNC machines.
It can be deduced that there are multiple stages, and thus,
numerous gaps for the attacker to install malicious files
and corrupt the process. We have discussed an example
of a malicious CAD file in Section 4.2. The CAD files
can be corrupted with voids (Sturm et al. 2017) and con-
taminants (Zeltmann et al. 2016). These subtle malicious
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files can remain undetected due to the multiple opera-
tions going on simultaneously. They can create opera-
tional hazards. Another thing to note is the possibility of
multiple file exchanges, which raises the question of con-
fidentiality. Manufacturing data is not usually encrypted.
Turner et al. (2015) were able to intercept the data by
using Wireshark and extract important process param-
eters. Nowadays, open-source development has become
widely adopted in many applications. Moore et al. (2016)
analysed the vulnerability of open source 3D printing
software like Cura 3D (for slicing) and Marlin firmware.
They highlighted the USB communication and undoc-
umented code, among other vulnerabilities, to sabotage
the machine or the manufactured product and expose
IPs. Al Faruque et al. (2016) showed that every product
has a unique acoustic signature which can be inferred
upon analysing the sound of the machine during its man-
ufacturing. They were able to reconstruct test objects
to demonstrate the physical to cyber attacks. To take
control over security situation, the product should only
be accessible to authorised users by putting a particular
layer of security. It is evident from the above discussion
that an optimal balancing point between authorisation,
distribution, and confidentiality is necessary to operate
smoothly.

5. Blockchain in Al-assisted manufacturing

We start by identifying the key differences between
blockchains developed for manufacturing systems and
those typically designed for financial transactions, such
as cryptocurrencies and supply chains. First, the goal of
blockchains developed in general is different from those
developed for manufacturing systems. Blockchains for
cryptocurrencies attempt to replace fiat currency trans-
actions (backed by government regulations). Whereas
manufacturing blockchains strive to replace manufac-
turing software-based tools (e.g. ERP, CRM, Document
Control Systems, etc.). Manufacturing tools usually oper-
ate within an organisation. Blockchain can integrate dif-
ferent organisations by supplementing common tools.
Second, most blockchains try to facilitate transactions
among an unlimited number of anonymous partici-
pants. In contrast, manufacturing systems involve a set of
known parties, like the manufacturer, its multiple facili-
ties, machines, sensors, suppliers, finance, and optionally
a known or relatively unknown customer base. Thus,
protection from unknown parties becomes significantly
important in manufacturing blockchains. Third, appli-
cations like cryptocurrencies want every participant to
be able to make new blocks of transactions and to
have control of the blockchain. Thus, they adopt public
blockchains to make a trustless system. Manufacturing

industries are different in the sense that they want
only authorised participants to have control over the
blockchain and only authorised users should be able
to add new blocks. Thus, consortium (and sometimes
private) blockchains are more suitable. The consortium
can define the SCs and adapt the SCs for new develop-
ments. Consortium blockchains can minimise risks in
data and collect competitive intelligence. A consortium
blockchain was developed for a CPS-based ubiquitous
manufacturing (Vatankhah Barenji et al. 2020). Fourth,
the public Blockchains follow a Proof-of-Work consen-
sus protocol where the miners try to determine a unique
hash to create a new block by solving a computation-
ally hard cryptographic problem. There is a competition.
The first one to do that is rewarded with a transac-
tion fee. Manufacturing blockchains need not compete.
The consortium or the owner of the blockchain can be
responsible for creating the blocks. The lack of compe-
tition significantly reduces the energy consumption and
computational demand of an operational manufactur-
ing blockchain. Fifth, generic blockchains usually have
only one kind of flow: the financial flow of cryptocurren-
cies. The unit remains the same. Whereas manufacturing
blockchains can have more than one kind of flow. It
can constitute financial flow (in USD), inventory flow
(units of a specific object), and information flow. The
information flow is diverse in the sense that it can con-
sist of data from different sensors, power consumption,
etc. Nodes consisting of suppliers and manufacturers can
add blocks involving transactions of finances and inven-
tory. If we consider sensors as the participants, they can
transact information and power. Machines can transact
inventory, power, and diagnostic/maintenance informa-
tion. Maintenance information can aid in the preventive
maintenance of the machines. The inclusion of machines
as nodes can ease the tracing of products to the machine
that processed them in case of defects. Manufacturing
environments may need more than one Blockchain, one
for each kind of data. Manimuthu et al. (2022) used
four blockchains: a financial blockchain, a raw material
blockchain, a transportation blockchain and an insurance
market risk blockchain. Lastly, generic blockchains are
dominated by only a cyber component. Participants have
cyber addresses. They make financial transactions. Man-
ufacturing Blockchains need a close integration of cyber
and physical infrastructure. IToT and CPS can enable this.
These differences are summarised in Table 4.

A generic blockchain framework can be overlaid on
the manufacturing system where all the manufacturing
systems and data are integrated into the distributed BC
database. As discussed in Section 2.2, manufacturing
information such as entry of new equipment, entry of
new employees into the system, communications (emails,



Table 4. Comparison of manufacturing blockchains with generic
ones (like cryptocurrencies).

Criteria Generic Blockchains Manufacturing Blockchains
Applicability - Financial transactions - Manufacturing systems
Participants - Unlimited number - Limited number of known
of anonymous participants
participants
Type of Blockchain - Public - Consortium (or private)
Consensus - Open competitionto - Competition and rewards
mechanism find the unique hash can be optional
- Reward for the miner - Relatively lesser energy
demand
- Huge energy
consumption
Data - Financial data (e.g. - Financial, inventory and

currencies) other information (e.g.
power, sensor data)

- Close integration
between cyber- and
physical-components is
required

Cyber-physical
nature

- Purely cyber in nature

chats), and product catalog, production, machine details,
down time will be included in the blockchain database.
Each node in the blockchain network is a participant
with an assigned role, e.g.registrar, certifiers, industrial
peers (people responsible for data entry/management),
and manufacturing departments (machine shop, sup-
ply chain). Each participant accesses the data in the
blockchain via a customised user interface (UI) accord-
ing to their role in the system. The data access granted
to the participants changes depending on their author-
ity/role in the network. The BC database can be operated
by a user with administrative access privileges in the case
of private and consortium BCs. New peers can join the
network by registering once they get a unique identity to
join the network. Certifiers are responsible for providing
certifications to participants. All data in the network is
stored on a BC and is available to the participants with the
correct authentication (Abeyratne and Monfared 2016).
This restricts the users to only access the authorised data.
The set of rules that govern the system is written in code
and stored in the SC of BC. These rules define (1) the
process for new participants to join, (2) how the par-
ticipants in the BC can interact among themselves and
with the system, (3) the rules for sharing the data in the
BC, (4) data access privileges, (5) validation rules among
many others. The rules cannot be altered by the partici-
pants and therefore guarantees the integrity of the data
and the blockchain. The rules stored in the SC cannot
be modified without alerting all the nodes. Thus, it pre-
vents any user from going rogue and tampering with the
data or the rules. All the operational tools are linked to
the distributed BC database and its servers. The AI users
act as nodes in the BC network to access the authorised
data and push the results and analytical insights to the
BC. This is depicted in Figure 6. If the data is encrypted
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prior to sharing, the AI users decrypt it before deploy-
ing Al algorithms for classification, control, regression,
or generation tasks. The other users can access the Al
insights from the BC. The millions of the transactions of
manufacturing systems are appended as blocks to the BC
upon validation. Each operation in the BC network (like
node verification, transaction request, transaction veri-
fied, consensus algorithms, smart contracts, and transac-
tion approval) opens up opportunities for attacking the
BC. The vulnerabilities can arise due to the intrusion of
a malicious node (for data theft or approving fake data),
among many others. The 51% attack (attack by miners
controlling more than 50% of the blockchain’s mining
hashrate) and sybil attack (faking the identity) are note-
worthy as the BC follows a majority consensus protocol
for validation. Al can serve as a solution to safeguard
the BC network against such attacks. At each stage of BC
operation, adding a layer of AI could increase efficiency
and the confidence in the functioning of the blockchain-
based manufacturing system apart from just deriving
analytical insights from the secure manufacturing data.

There are a few investigations that integrated BC in
Al-assisted manufacturing. A private Hyperledger Fab-
ric platform was built by Shahbazi and Byun (2021). They
presented a transaction history portal that includes all the
activities completed, which are approved transactions.
The information contained the dates, times, entry types,
and participants. The overlayed Al algorithms (XGBoost
and kNN) classified if the data was real or fake. A decen-
tralised blockchain with federated AI was developed by
Manimuthu et al. (2022). The acquired data was classi-
fied locally using support vector machines before adding
to blockchain. Then the data was used to predict the raw
materials, energy consumption, and insurance in an auto-
mated automotive assembly application. A group of five
CNC machines connected by blockchain was able to pre-
dict the prices and the profit margins of the products
they manufactured using a set of ML models (Hasan and
Mullick 2021). We conclude this section by discussing
the potential opportunities in a manufacturing system
integrated with blockchain and AL

5.1. Early phase of product and process planning

Globalization, e-commerce, and digital socialisation have
spurred a rise in personalised product demand, reflect-
ing a shift toward a more consumer-oriented industry.
Some manufacturers (like Creator’s club by Adidas,® Nike
by you’) even allow the customer to design the product
as per their preferences. Customers are getting products
and services of their choice instead of choosing some-
thing from the available product pool. Moreover, when
the demand is not individualised, the manufacturing


https://www.adidas.com/us/creatorsclub
https://www.nike.com/nike-by-you
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Figure 6. Common System Architecture for blockchain and Machine Learning application in manufacturing.

industry has to involve in various networks to manage
a large number of product service groups to fulfill the
demands of the consumers quickly (Leng et al. 2018). So,
manufacturers need to expedite critical decision-making
by understanding customers’ demands, responses, and
evaluations effectively. ML has become the predominant
tool for knowledge extraction and prediction from cus-
tomers’ feedback and opinions. Thus, many critical deci-
sions can be made for early-phase product development
using ML (Ullman 1992). Online reviews and surveys
can provide product requirement insights, which are then
categorised (Aguwa, Olya, and Monplaisir 2017) and
analysed (Hoornaert et al. 2017) using Al to align with
product specifications. Security concerns can sometimes
deter consumers from providing feedback. Blockchain
technology addresses these concerns by creating digi-
tal identities for consumers, allowing them to participate
anonymously in the network. Additionally, newly added
participants are allowed to join the network after verifi-
cation. Thus, BC improves the service offering (Baumung
and Fomin 2019). In such cases, BC can serve as a plat-
form for the consumers, and ML can be utilised as a
data processing tool to ensure that correct data is being
stored and approved into the BC network. Al algorithms
can bring in more value from the data after extracting

it from the blockchain. It is illustrated in Figure 7 using
four distinct blockchains. Blockchain I verifies partici-
pants’ digital identities with cryptography, maintaining
anonymity yet ensuring secure network participation.
Blockchain II collects data using Al tools with advanced
NLP and machine learning algorithms for processing and
extracting necessary information, thereby providing a
reliable, auditable data repository. Blockchain III serves
organisations involved in product design and prototyping
by offering a decentralised data-sharing and access plat-
form, thus facilitating accurate designs based on shared
information. Federated learning (Deng et al. 2022) can
be used to train the model within the periphery of
the data owner and transact the ML model through
the BC network. The data can leverage all tools that
can add value, such as Al, AR, and data visualisation.
Blockchain IV is dedicated to secure document stor-
age, ensuring the integrity, traceability, and accessibil-
ity of crucial documents such as reviews, compliance
records, and potentially patents (Pradeep et al. 2021).
Such blockchain networks provide a cross-domain plat-
form to securely store the operating characteristics of
new products and safeguard sensitive product data. Col-
lectively, these blockchains form a robust ecosystem for
efficient participant verification, data collection, analysis,



collaborative design, prototyping, and secure document
management. This network also provides a secure cross-
domain platform for storing new product operating char-
acteristics and safeguarding sensitive product data. A
Blockchain-operated cloud manufacturing is proposed
by Barenji et al. (2019) for on-demand secure service.
This can facilitate a secure ML framework, as there will
not be any scope for data tampering. Yoo and Won (2018)
proposed a smart contract-based architecture that tracks
the price of the service for customer relationship man-
agement to avoid exorbitant prices and make the trans-
actions more transparent. ManuChain incorporated a
decentralised blockchain into a digital twin for individ-
ualised manufacturing (Leng et al. 2019). This prototype
helps eliminate unbalanced data between global plan-
ning and local execution using permissioned blockchain
and integrates upper-level optimisation with lower-level
self-organisation to make the system intelligent.

5.2. Collaborative design

The process of designing a product needs many resources,
such as design tools, product information, equipment,
and designers (M. Wang, Zhang, and Zhang 2019). The
design process needs diverse skills and resources, which
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entail collaboration among a diverse workforce. Indus-
tries are moving toward a ubiquitous and digitised plat-
form to reduce the lead time in all stages of produc-
tion, including design. Nonetheless, current design issues
include weak design ability due to high customisation,
object-oriented demand, low concurrent design capabil-
ities, and lack of standardised information for resource
sharing. Such complexity is avoided by integrating inter-
nal and external design resources through a network-
based design pattern (Wu et al. 2015), which will help cre-
ate synergistic cooperation in enhancing the comprehen-
sive strength (B. Li, Zhang, and Shi 2012). The network-
based design includes approaches such as concurrent
design, collaborative design, virtual design, optimisation-
based design, etc. These methods are implemented with
machine learning to better predict optimised parameters,
geometric accuracy, thermal deformation, tool wear, and
dimensional accuracy (Wuest et al. 2016). While collab-
oration accelerates information sharing, it also calls for
securing the innovators’ IPs and rights. Moreover, the
collaborators must be prevented from accessing unautho-
rised data. The involvement of third parties exacerbates
the issue further.

Combining blockchain technology with collaborative
design addresses several issues that arise in the collabora-
tive design process. As depicted in Figure 8, participants,
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including designers, scientists, and industrialists, can join
a collaborative design network facilitated by blockchain.
Blockchain ensures the verification of their identities
(Mohamed and Al-Jaroodi 2019), allowing only verified
participants to access the collaborative design workspace
environment. Within this workspace, participants lever-
age AR, VR, CAD, and CPS to actively engage in the
product design process (Cannavo and Lamberti 2020).
Augmented reality (AR) technology (Sahu, Young, and
Rai 2021), which can add digital information to the phys-
ical environment, is a promising solution for collabora-
tive design assistance. The CAD model, which shapes
the idea of a product, can receive feedback using AR
technology and facilitate concurrent design. Al tools are
seamlessly integrated into the environment, simplifying
complex tasks and fostering a productive design work-
flow. The design variables, historical data of constraints,
and objectives can be uploaded to BC. Once the new
design is stored in the blockchain, engineers, scientists,
or third parties (contingent workers) can work on the
documents/data by generating access requests through
BC. BC uses SC and consensus algorithms to grant access

and store the transaction activity in the BC. Once the
design is finalised, it can be securely documented and
stored in a blockchain-backed database. This database
serves as a repository for design files, as well as roy-
alty and license agreements (Alkaabi et al. 2020). Design
files can be requested through the blockchain network,
with SC granting access based on specified accessibil-
ity requirements. Additionally, smart contracts can be
designed, as referenced in Mehta et al. (2021), to auto-
mate the process of granting royalties upon the utili-
sation of specific designs and patents. By establishing
this environment supported by blockchain, collaborators
can work with confidence and peace of mind, know-
ing that their data is safeguarded against theft or unau-
thorised access. Collaborative CAD environments have
been proposed by Q. Liu et al. (2019) and H. Zhang
etal. (2017) for system design, product lifecycle manage-
ment (PLM), and data management. It gained popularity
because of its integration with blockchain to enable data
integrity in collaborative CAD environments (Lemes$ and
Leme$ 2019). D. Guo et al. (2020) proposed a frame-
work for customer participation in the product’s life
cycle management through BC and digital twin technol-
ogy. Blockchain-based collaborative CAD environment is
used in product data/lifecycle management and building
information management. A blockchain-based reengi-
neering system is proposed by Comuzzi, Unurjargal, and
Lim (2018) that analyses design use cases to construct
the design space. The SCs can aid in automating the
maintenance alerts in PLM services (X. L. Liu, Wang,
et al. 2020).

5.3. Manufacturing process

Modern manufacturing systems have evolved to become
autonomous, facilitated by the Industrial Internet of
Things (IToT), enabling continual M2M and M2H com-
munications. IToT-based sensors primarily monitor the
manufacturing system and environment to identify mal-
functions. This data informs automated systems, which
use Al to identify optimal process parameters, pre-
dict errors, and manage dynamic situations. Al aids in
decision-making, predicting failures, suggesting mainte-
nance procedures, and enhancing functions like image
recognition, feature extraction, and text mining, thereby
improving efficiency. However, in such Al-assisted
automation, data safety and security protocols must be
in place before offering data-driven intelligence services.
Here, blockchain can provide a security solution. This
is illustrated in a conceptual framework (Figure 9) for
integrating BC and Al in manufacturing systems, where
the system is connected to IIoT devices that record
data into a BC database. Manufacturing data is fortified
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with robust access control mechanisms, enabling seam-
less data communication with the blockchain database
and providing convenient access to stored data for effec-
tive monitoring and control of manufacturing systems.
SC integrated into blockchain automate data collection
and verification processes. They trigger data submissions
based on predefined conditions or events. SC enables
direct data sales to interested parties, eliminating inter-
mediaries, ensuring fair compensation, and leveraging
decentralised storage to unlock opportunities for data
monetisation during data sharing. Blockchain provides
secure and controlled access to IIoT data (Y. Zhang,
Xu, et al. 2019). Participants can access the data stored
on the blockchain using permissioned or permission-
less blockchain protocols, ensuring data privacy and
ownership control. SC and consensus algorithms utilise
standardised protocols for data exchange among differ-
ent IToT devices, enabling seamless data collection and
aggregation capabilities. Moreover, the standardised pro-
cess of data collection and decentralised storage system
reduces the risks of data tampering, unauthorised access,
and data manipulation. Blockchain-based data collection
establishes an ideal system for data analysis and Al model
preparation.

Industries are inclined to leverage cloud-based solu-
tions to handle connected functionalities to bank on
the operational flexibility and shared services to fulfill
on-demand products. Z. Li, Barenji, and Huang (2018)
proposed a distributed P2P network architecture, named
‘BCmfg’, for cloud manufacturing that improves scala-
bility and security. It leveraged BC to secure data. They
defined two main characteristics of BCmfg: on-demand
secure services and support for secure data exchange.
While they did not consider integrating AI, AI can be
integrated as part of DevOps (software Development
and IT Operations) and DataOps (Operations on Data).
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DataOps can integrate and streamline data analysis with
the operational BC framework. Once the ML model is
ready for deployment, DevOps can integrate the ML
model with the production environment. Blockchain
tracks the data being utilised. Cloud manufacturing rede-
fines intelligence in a manufacturing system by deploying
supplementary models for visualisation, IIoT, and other
value-added services. Essentially, such services connect
different parts of manufacturing sectors and distributed
systems to support secure data exchange and off-cloud
service execution.

5.4. Supply chain management

The primary goal of the supply chain is to manage
services to deliver quality products on time at mini-
mal cost. Given the vast, geographically diverse logistics
network, managing and tracking goods becomes com-
plex. Here, blockchain can introduce transparency and
traceability to assure quality, minimise counterfeiting,
and improve regulatory compliance. Recording prod-
uct history, provenance, movements, and quality inspec-
tions on a blockchain can provide tamper-proof data
that ensures accountability and resolves potential con-
flicts. For instance, blockchain is used in medical and
pharmaceutical supply chains to counteract drug coun-
terfeiting (Kanawaday and Sane 2017) and easing com-
pliance with various regulatory acts like the Drug Sup-
ply Chain Security Act of 2013 (U.S. Food and Drug
Administration 2013) and the California Transparency
in Supply Chains Act (Harris 2015). Additionally, the
integration of ML, big data analytics, and IoT is creat-
ing new opportunities and speeding up decision-making
in supply chains. Al-enhanced supply chains are more
resilient. Rodriguez-Espindola et al. (2020) integrated
Al and BC to improve humanitarian logistics during
disasters (Flood in Tabasco, Mexico in 2007), utilising
technologies like 3D printing for optimal onsite pro-
duction. Figure 10 depicts the involvement of various
entities, primarily from the global supply chain, in the
blockchain network to streamline processes. From prod-
uct development to manufacturing, blockchain securely
handles material information delivery, ensuring accu-
rate verification and robust traceability. In this fast-
paced sector, Al tools enhance the speed of raw mate-
rial acquisition, final product delivery, sales forecasting,
marketing, pricing, and customer segmentation via pre-
dictive analysis. ML models, fed with periodic supply
chain transaction data, facilitate this enriched analy-
sis. Once the product is ready for shipment, blockchain
secures the final transaction details in an immutable
database, improving decision-making, optimising oper-
ations, and enabling swift response to customer needs.
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Several industries, from pharmaceuticals to aviation,
are embracing BC-based operating systems for supply
chain management. For instance, blockchain’s integra-
tion with machine learning suggested top-rated drugs to
customers and tracked the medicine’s origin and authen-
ticity (Abbas et al. 2020). Madhwal and Panfilov (2017)
proposed a decentralised system powered by BC for
monitoring operational usage and easing the mainte-
nance of aircraft inventory. This integration is even
applied in tracking the provenance of goods like tuna
fish in line with ethical consumerism (Provenance 2016).
Blockchain use in supply chain management is a
thriving area of research, promising to revolutionise
industries with enhanced transparency, efficiency, and
accountability.

Lastly, the marketability of manufactured products
can be enhanced by integrating commerce platforms with
blockchain, which records product history and quality
checks, simplifying customer verification. For instance,
Honeywell Aerospace developed GoDirect Trade (in
beta stage) (Kucinski 2019), a blockchain-based online
marketplace for aviation parts, ensuring listings include
proper images, service history, and quality reports. This
practice expedites purchasing by eliminating the need
to contact multiple suppliers for price and quality ver-
ification and stock confirmation. Additionally, the cus-
tomer can track manufacturing progress and deviations.
The sensors connected to machines can initiate mainte-
nance processes. The SCs of the blockchain can verify
the completion and initiate payment for the work. Sim-
ilarly, blockchain can maintain a record of the mainte-
nance history of products under (and beyond) warranty.
Mohamed, Al-Jaroodi, and Lazarova-Molnar (2019) has
illustrated that BC can also be used to improve energy

efficiency and subsequent energy cost reduction. Lastly,
BC can enable machines as a service (Kupper et al. 2019).

6. Open research questions

Blockchain holds significant promise for ensuring secu-
rity in collaborative and globally integrated manufac-
turing systems, helping build trust by preventing any
participant from dominating. However, more research
is needed to understand how to best integrate it with
various applications and identify key success factors
for its implementation. Blockchain adoption is growing
rapidly, and interoperability and standardisation issues
remain (Casino, Dasaklis, and Patsakis 2019). Combin-
ing blockchain with machine learning can reduce doc-
umentation and human errors, improve security, enable
traceability, and help identify and trace duplicate prod-
ucts. Even though blockchain is a valuable addition to AI-
assisted manufacturing, organisational readiness is often
lacking due to a limited understanding of the technology
and its integration. A comprehensive guideline encom-
passing opportunity identification, cost-benefit analysis,
and implementation details is needed to facilitate organ-
isational redesign for optimal blockchain integration in
Al-assisted manufacturing. So, we delineate avenues for
future studies for all-around improvement and acceler-
ated adoption.

6.1. Blockchain adoption and implementation

Blockchain opens up a portal of opportunities. However,
its adoption is still in its infancy and requires a detailed
evaluation. Factors such as organisational requirements,
employee skill sets, available infrastructure, and organi-
sational willingness or resistance play pivotal roles. Hur-
dles such as institutional skill gaps and data owner-
ship concerns pose significant challenges to blockchain
adoption. A lack of standardisation to protect privacy
is another major issue (Babich and Hilary 2018), along
with difficulties faced due to decentralised infrastruc-
ture lacking defined standards, rules, and compatibility
(Lima 2018). The reluctance of organisations to share
proprietary data on public platforms and the potential
loss of control for dominant stakeholders transitioning
from private to public blockchains also raise concerns.
Furthermore, regulatory restrictions often hinder adop-
tion, emphasising the need for smart contracts to accom-
modate these regulations. At the same time, governing
bodies must promote innovation by establishing con-
ducive regulations for blockchain solutions. Lastly, the
lack of common standards among different organisations
looking to join a shared blockchain creates obstacles to



scaling and introduces interoperability issues (Sharma,
Kumar, and Park 2018).

6.2. Data visibility

Blockchain’s notable advantage is its ability to unify all
manufacturing entities and authorised external parties
within a secure network. However, integrating BC in
manufacturing makes the important proprietary data
accessible to all the network participants. Access to pro-
prietary data may adversely impact the confidentially
and relationships among the insiders and outsiders of an
organisation (Pournader et al. 2020). There is a fear of
loss of competitive intelligence and advantage. Security
concern is incredibly genuine for the public blockchain
when private data are stored in a publicly shared ledger,
even though they are encrypted.

6.3. Performance deterioration

Blockchain is a combination of a set of technologies
(SC, consensus algorithm, decentralisation, and cryp-
tography) that add multiple layers of security. Adding
more and more secured layers slows down the system
and increases its complexity. Block processing time and
security validation may need many seconds, which shows
that blockchain-backed infrastructures would encounter
latency issues. Each transaction needs to be validated
by every node in the blockchain. So, poor infrastruc-
ture can hinder real-time monitoring in blockchain-
backed infrastructures. This has been a bottleneck of the
blockchain-based crypto-currency Bitcoin, whose pub-
lic consensus needs every node to be updated with each
transaction (Nakamoto 2008). The process is energy-
intensive. Additionally, ML-based computation is also
a power-consuming process. More focus should be
given to cloud-based blockchain architecture to achieve
high performance, especially for machining operations.
Cloud manufacturing has not exploited the benefit of
blockchain yet. As cloud technology is booming due to
its high performance and easy access, blockchain should
attract more industries.

6.4. Scalable network

Blockchain makes the data storage infrastructure tamper-
proof and the transactions highly secure. However, the
number of blocks in a blockchain limit the performance
and utilisation if scalability is important. Scalability issues
include limitations in the speed of execution with big
block sizes (information contained in the block), longer
response times, and a perpetually increasing number of
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transactions. Moreover, with the ever-increasing num-
ber of users, the challenges in blockchain scalability also
increase.

6.5. Blockchain database management

Manufacturing occurs in a complex network and includes
the simultaneous occurrence of multiple activities. Each
activity is recorded in the blockchain. The record
includes product history, origin, process history, and
additional details per requirements. The eclectic mix of
datatypes, which is also voluminous, needs a database
management system to access the recorded data. The
simultaneous recording could mix up the information
flow. It is critically important to accurately and adequately
store and present product information. Due to the con-
sensus algorithms, the transactions become a bit slower.
In simpler terms, a blockchain can be said to have a
data structure similar to that of a chain or a linked list.
Thus, latency in accessing the data also increases in com-
parison with legacy systems. Applications with real-time
performance requirements have to consider this latency.

6.6. Compatibility with new technology

It is crucial to consider compatibility before integrating
BC with manufacturing to ensure uninterrupted and effi-
cient operation. Cryptography, widely used in Blockchain
for secure message exchange, has limited implementation
in manufacturing. This limitation stems from the stark
difference between operational technology and informa-
tion technology, as well as the platforms that integrate
them. Cryptographic techniques require high computa-
tional power to generate ciphers, while most manufac-
turing platforms do not require extremely high compu-
tational power. Moreover, the overall network needs to
maintain a delicate balance between the ongoing man-
ufacturing operations’ computational power while gen-
erating cryptographic ciphertext without compromising
the security and core functionality of the operating facil-
ity. Therefore, more research is needed to maintain bal-
ance before implementing BC in manufacturing.

7. Conclusion

Security has never been prioritised holistically in mod-
ern manufacturing systems. SMEs are quick to bank on
technological innovations and feel the brunt of Pandora’s
box of uncontrolled security measures. Large organisa-
tions like NASA, DuPont, and national nuclear facilities
have not been exempted. Inadequate security measures
lead to breaches into control systems, reduced product
life, data theft, and disruptions in upscaling. Security
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measures become even more critical as organisations
automate their processes to improve their productivity
and the quality of their products to meet the needs of
mass individualisation. The need for complete autonomy
has geared the manufacturing industries toward leverag-
ing artificial intelligence algorithms to make data-driven
decisions. The security of data becomes crucial as tam-
pered data can compromise the decisions, which could
create operational hazards. Moreover, modern manufac-
turing systems need interoperation and interconnection
among disparate systems; controlled access to data to
preserve privacy and maximise utility; transparent and
trustful collaboration that respects privacy.

Thus, we position blockchain (BC) as a security solu-
tion in modern manufacturing systems assisted by Al,
and present a framework for integration. BC can elimi-
nate the audits, trace the product’s history in real-time,
and offer privacy along with transparency. Manufactur-
ing operations can be coded into the smart contracts.
Smart contracts, data encryption, and consensus pro-
tocols of blockchain can enable process automation,
ensure privacy and build trust. Nonetheless, manufac-
turing blockchains differ from generic ones in terms
of the nature of transactions and data, the number of
participants, and consensus mechanisms. Consortium
blockchains are more suitable for manufacturing systems
to ease scalability and ensure data privacy (for competi-
tive advantage) with low latency, but without fully losing
the controlling authority. BC and Al can synergize in
manufacturing environments to offer an abundance of
secure data for better decision-making, enable privacy-
preserved learning, share learned system models for val-
idation, prevent incorrect predictions from propagation,
detect sources of error, and optimise the operations. In
addition to being a security solution, blockchain and Al
in manufacturing can increase the willingness to share
data, accelerate early-phase product planning, prevent
counterfeit products, and improve collaboration, manu-
facturing processes, and the supply chain.

While integrating blockchain is the way to go for
modern manufacturing systems, its integration has sev-
eral hurdles to clear. Identifying blockchain as a solu-
tion, organisational willingness to adopt, the readiness
of infrastructure, and skill-gap of the employees thwart
the adoption of blockchain. Organizational reluctance to
share data and fear of losing competitive advantage can-
not be avoided. Moreover, the smart contracts need to
be modified suitably to incorporate the regulations of
local governments. The added layers of security in terms
of smart contracts, consensus algorithms, cryptography,
and block validation increase the latency of manufactur-
ing systems. They also increase the energy demand. As
the blockchain expands in size, there will be an increase

in latency in accessing data compared to legacy systems.
This trade-off between blockchain’s enhanced security
and the legacy system’s real-time performance should
be carefully considered to retain or improve the overall
responsiveness of the system. These roadblocks need to
be cleared to harness the full potential of blockchain in
artificial intelligence-assisted manufacturing systems.
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